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IT has a new bogeyman, and its name is GDPR. The 
upcoming General Data Protection Regulation (GDPR) 
is coming around the corner fast, and organizations 

large and small have to get their data in order if they 
want to avoid some hefty fines.

However, GDPR isn’t all bad news, and the potential 
benefits for organizations that comply with the new 
regulation go far beyond simply avoiding fines. It could 
help transform your business and avoid the reputational 
damage we see all too often from costly data breaches.

In short, GDPR compliance is a serious endeavour, 
and shouldn’t be underestimated. Most battle plans 
will include a full data assessment, a thorough change 
to business processes where data is being held 
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or processed, some key hires and implementing a 
framework that is built for ongoing compliance.

Finally, it is worth noting that while GDPR is an EU 
regulation, the UK government has introduced a new 
Data Protection Bill in the House of Lords, which will 
bring the UK’s data laws in line with GDPR, so there 
is no Brexit escape clause for businesses that are 
slow to comply.

In this guide we lay out everything you need 
to know about GDPR, some handy tips for how to 
comply ahead of the deadline, and an example of 
the benefits that can be gained by getting your data 
policies in line with GDPR early. Scott Carey
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The General Data Protection Regulation (GDPR) 
comes into force on 25 May 2018. Information 
Commissioner Elizabeth Denham describes 

the implications as “the biggest change to data 
protection law for a generation”.

The British government will adopt the regulation 
while the country remains in the EU and mirror it once 

What is the GDPR?
The General Data Protection Regulation (GDPR) will apply 
throughout the EU in nine months. Here’s what you need to know 
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it leaves, and has introduced a new Data Protection 
Bill that will bring the regulations into UK law. 

The proposals for the UK Data Protection Bill 
are broadly similar to those in the EU regulations, 
although the government will exercise its right to 
make some minor amendments.

The maximum fines will differ due to currency, and 
citizens will have the right to request social media 
platforms to delete information held about them at 
the age of 18. The UK can also give permission to 
some additional bodies to process personal data 
on criminal convictions and offences.

In general, the regulations enforce complex 
data obligations for companies that current policies 
are unlikely to satisfy and include damaging fines 
for breaches, but research suggests that many 
businesses remain entirely unprepared. 

Technology advisory firm Gartner predicts that by 
the end of 2018, more than half of them still won’t be 
fully compliant with the requirements.

“If your organization can’t demonstrate that good 
data protection is a cornerstone of your business policy 
and practices, you’re leaving your organization open 
to enforcement action that can damage both public 
reputation and bank balance,” warns Denham. 

“But there’s a carrot here as well as a stick: 
get data protection right, and you can see a real 
business benefit.”

The ICO (Information Commissioner’s Office) also 
used the day to launch an updated data protection 
toolkit for SMEs, its Information Rights Strategic Plan, 
and to relaunch its 12 steps to take to prepare for 
GDPR guidance.
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What is the GDPR?
The GDPR was adopted by the European Parliament 
in April 2016 following four painstaking years of 
deliberation. The provisions reinforce data protection 
in line with contemporary concerns about personal 
information, and applies to both EU member states 
and to organizations outside the union when 
processing the data of citizens within it.

“The GDPR introduces obligations for data controllers 
and processors in several areas,” minister of state for 
digital and culture Matt Hancock told the House of 
Lords EU Home Affairs Sub-Committee on 1 February. 

“It strengthens the rules for obtaining consent. It 
strengthens the need for breach notifications and it 
emphasizes self-assessment in the management of 
data. We have said that the UK is going to implement 
GDPR in full, and there’s two reasons for that.

“The first is because we think that thanks to 
some significant negotiating successes during its 
development we think that it is a good piece of 
legislation in and of itself. That’s the first thing.

“And the second is we are keen to secure the 
unhindered flow of data between the UK and the 
EU post-Brexit, and we think that signing up to the 
GDPR data protection rules is an important part of 
helping to deliver that.

Regulations have been harmonized to ease 
compliance, with one set of laws applying across all 28 
member states. The clarity comes with severe penalties 
for violations. Breaches could result in a fine of up to 
€20 million (£17 million) or four percent of worldwide 
revenue, whichever is higher. The sweeping legislation 
presents a range of compliance and operational 
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challenges for British businesses, requiring thorough 
planning and additional resources.

Company fears
Almost 40 percent of businesses are fearful of a 
major compliance failing, while just under one third (31 
percent) are worried about reputational damage from 
poor data policies, according to a Veritas survey of 
more than 2,500 senior technology decision makers.

Collective responsibility is essential to prevent 
such fears being realized. The GDPR requires privacy 
protection by design and by default, which entails a 
comprehensive compliance programme supported 
throughout the organization, according to a report by 
privacy think tank the Centre for Information Policy 
Leadership (CIPL).

It recommends embedding data security 
requirements throughout the organization at every stage 
of each business processes, from planning to release.

Confusion reigns over who bears responsibility 
for the regulation. Almost one third, (32 percent) of 
respondents believe the chief information officer is 
responsible, versus 21 percent for the chief information 
security officer, 14 percent for the chief executive 
officer and 10 percent for the chief data officer.

According to the CIPL report, they all are: “GDPR 
and data privacy compliance are closely related to a 
company’s data strategy, big data and analytics, and 
data-driven innovation,” it states.

“It also supports the fact that data is critical to many 
business processes, products, and services. This is why 
GDPR implementation must be a concerted effort across 
the organization, with the DPO working hand-in-hand 
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with Chief Data Officer (CDO), Chief Information Officer 
(CIO), Chief Information Security Officer (CISO) and 
other senior leadership.”

“The board needs to understand the implications 
of the GDPR and be bought into the need to make 
enhancements,” says Mark Thompson, the global privacy 
advisory lead at audit, tax, and advisory firm KPMG. 
“This should result in the funding being made available 
to undertake a privacy improvement programme.”

Consent and accountability
The form of consent now required could force some 
organizations to approach the same individuals again 
for further permission to use their data, but those that 
are already following good practice should be okay.

GDPR places a greater emphasis on consent that 
is specific, granular, and auditable. The exact use of 
the data that is being consented to must be simple to 
understand and expressed in clear terminology, and 
it must be easy for them to withdraw.

Reporting security breaches
“What the GDPR also does is strengthen the safeguards 
against that and the disclosure requirements where 
there’s been a data breach,” explained Hancock. 

Data controllers must notify data protection 
authorities of any breach that risks the rights of 
individuals within 72 hours of their becoming aware of 
it and any affected individuals in the case of a high-risk 
breach as soon as possible. When a data processor 
discovers a breach, it is their responsibility to notify the 
controller. “At the moment a provision like this doesn’t 
exist, and this will strengthen both the higher safeguards 
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and the more robust notification of breach procedures, 
[which] will I think significantly strengthen the data 
protection of the UK,” Hancock added.

Many organizations will already have a procedure for 
reporting breaches and an internal plan for responses.

“This will enable them to comply with the new 
requirements for notifying data protection authorities 
and individuals affected in the wake of a breach,” 
states the CIPL report.

“However, unlike in the US, where breach 
notifications are mandatory in almost every jurisdiction, 
only a minority of organizations conduct ‘dry runs’ of 
their breach notification plans, have cyber insurance, 
or retain public relations and forensic experts.” 
Implementing these measures will go a long way towards 
ensuring the reporting requirements are followed.

High-risk data
Formal Data Privacy Impact Assessments (DPIAs) are 
required when using new technologies and for any 
data deemed ‘high risk’ to the rights and freedoms 
of individuals.

These include systematic and extensive 
processing activities, large scale processing of special 
categories of data or personal data relation to criminal 
convictions or offences and large-scale, systematic 
monitoring of public areas (CCTV).

Establishing a risk assessment framework is a 
wise way of managing data privacy and ensuring 
compliance. The Information Commissioner’s Office 
(ICO) recommends including a description of the 
processing operations and purposes, an assessment 
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of the needs of the processing in relation to the 
purpose and an assessment of the risks and the 
measures in place to address them.

There are also new data portability rights that 
allow an individual to easily move, copy or transfer 
their personal data across different services.

This data must be provided within one month of 
it being requested, and may also need to transfer 
it directly to another organization if this is feasible. 
It must be done free of charge and in a common, 
structured and machine-readable format.

Organizations must also protect individuals’ right 
to be forgotten when their data is no longer relevant 
or necessary. Procedures should be established to 
support both these requests.

Data processing policies and practices are another 
aspect that will require a review, as processors are now 
subject to GDPR obligations and the requirements of 
their processing agreement with a controller have been 
expanded. Internal records must be kept of all data 
processing activities, with the data tagged and classified. 

What about Brexit?
The implementation of such transformative regulation 
will be a major challenge for British businesses, 
augmented by the impact of Britain’s the impending 
exit from the European Union.

Non-EU companies still have to comply with the 
GDPR when data passes through the EU, even when 
they have no influence on its direction. Waiting to act 
would not be wise, particularly as the UK will continue 
to apply the regulation.
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The government will do this by transferring the 
GDPR into UK law through a new Data Protection Bill.

“The new Data Protection Bill will give us one of the 
most robust, yet dynamic, set of data laws in the world,” 
said Hancock in a statement announcing the proposals 
for the legislation. “It will give people more control 
over their data, require more consent for its use, and 
prepare Britain for Brexit.”

“The UK will become a ‘third country’ under the 
data transfer rules in the GDPR,” says Alistair Maughan, 
a partner in the London office of international law firm 
Morrison & Foerster. 

“In this case, personal data can only be exported by 
a business established in the EU to a third country, such 
as the UK, if there is an ‘adequate level of protection’ 
for such data, unless certain conditions have been met.

“This may require businesses to put in place 
alternative data transfer arrangements for transfers from 
within the EU to the UK, at least for a period of time 
while adequacy status is confirmed.” Tom Macaulay
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Gartner recommends that organizations prioritize 
five specific actions to prepare for the impending 
requirements. They begin with the appointments 

of two roles dedicated specifically to data protection 
roles: an individual to act as a contact point for the 
data protection authority (DPA) and data subjects, and 
a data protection officer (DPO) to ensure processing 
operations are compliant.

How to prepare for 
the approaching GDPR
Now that we’ve looked at what the new regulations entail, here’s 
how to ensure your business is ready for the changes
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The remaining recommendations are to demonstrate 
accountability for all processing activities transparently, 
check how data flows across different borders both 
within the EU and outside it, and prepare for data 
subjects to exercise their rights, in areas such as the 
right to be forgotten and to be informed of a data breach.

IBM has developed a five-step approach of their own 
to help organizations ensure they’re ready for GDPR. 
The ‘5 Phases to Readiness’ breaks preparation down 
into separate steps: assess the GDPR readiness, design 
an implementation plan, transform the organization 
wherever enhancements are needed, operate along 
a framework designed to ensure compliance, and 
conform on an ongoing basis to GDPR standards.

“It’s having a battle plan,” says IBM Global Head 
of Cyber Security Intelligence Nick Coleman. “The 
practical [part] is prioritize the resources, prioritize 
support, prioritize what capabilities you need at what 
level of maturity to be able to get you in a state that 
you feel comfortable with by May 2018.”

The scope of the regulations means a global 
outlook is required, and an understanding of them 
at every level of the organization. The international 
implications of the GDPR go beyond the EU member 
states, as the GDPR rules will apply to whichever 
territory has a role in using the data.

“This is a global project,” argues Coleman. “It’s the 
data subjects’ data wherever it resides. It could be 
in New York, it could be in Singapore.

“What’s clear is one person is not going to fix it, this 
is going to have to be a business-led approach which 
looks at the whole business model and how these 
requirements come into play. I see the chief privacy 
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officer as a real champion for many in the organization 
to help get their awareness raised and to make sure 
that people understand this, and then we’ll need the full 
support of the business and also colleagues in different 
parts of the business; technology; operations; all those 
other areas of the business, to really help them make it 
happen. Who’s responsible? Everybody’s responsible.”

Staying positive
The implications of the GDPR may appear overwhelming, 
but the regulations should have a positive impact on 
both the public and the organizations responsible for 
upholding them. “GDPR also represents an opportunity 
for organizations to consider data privacy compliance 
more strategically and holistically, as it becomes key to 
their data strategy and the digital transformation of their 
business,” says Bojana Bellamy, president of the CIPL.

With the appropriate planning, policies and staff 
training, organizations can benefit from greater support 
if the public feel comfortable that their data is being 
protected, says Information Commissioner Elizabeth 
Denham. “I see this as good news for the UK. One of the 
key drivers for data protection change is the importance 
and continuing evolution of the digital economy in 
the UK and around the world. That is why both the 
[Information Commissioner’s Office] and UK government 
have pushed for reform of the EU law for several years,” 
she wrote in the ICO blog in October 2016.

“The digital economy is primarily built upon the 
collection and exchange of data, including large amounts 
of personal data – much of it sensitive. Growth in the 
digital economy requires public confidence in the 
protection of this information.” Tom Macaulay
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As we’ve seen, the General Data Protection 
Regulation (GDPR) comes into force on 25 May 
2018. Central to the changes on data regulation 

is a strengthening of the rules around obtaining consent, 
intended to give individuals choice and control over their 
data on an ongoing basis.

The regulation places an increased emphasis on 
clarity from the beginning and dynamic consent that 

How to get ready for 
consent under GDPR
Understand the new requirements for consent under GDPR, and 
how to ensure your best practices comply
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is consistently monitored and managed and puts the 
individual in control. It needs to be clear, transparent, 
and in plain language.

A positive opt-in is necessary, meaning an affirmative 
that unambiguously indicates the individual’s wishes. It 
must describe the exact implications of what is being 
agreed to. Consent by default is not sufficient, and 
pre-ticked boxes have been explicitly banned.

Every specific operation requires granular consent, 
and any third parties who rely on the consent should 
also be clearly named. Consent mechanisms must 
be prominent, concise, and easy to understand for 
each individual chunk of data and collection method. 
If anything about the original consent changes, such 
as the purpose of processing the data, a further 
consent will be required for the new purpose.

Procedures should be in place make it easy 
to withdraw consent at any time, and individuals 
must be made aware of this from the outset. Their 
consent must be a genuine choice, and cannot be a 
condition of service. Any complex technology used 
must be fully comprehensible in simple explanations. 
Artificial Intelligence, for example, will require a level 
of algorithmic transparency that can be understood 
by an average person.

Good practice
The form of consent now required could force some 
organizations to approach the same individuals again 
for further permission to use their data, but those that 
are already following good practice should be okay.

“If your content is of a high standard now for the 
personal data you’re processing, then you can continue 
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to rely on that consent under the GDPR,” explains Head 
of International Strategy and Intelligence at the UK 
Information Commissioner’s Office (ICO) Steve Wood.

“GDPR is creating a greater focus on making sure 
that consent is specific and granular as well. GDPR is 
focusing on the record-keeping around consent and 
the audit trail you need to have.

“Consent has got to be easy to withdraw, and 
you’re going to need to be able to clearly name your 
organization and make that clear to individuals, and also 
the third parties whom the data may be shared with.”

Keep clear records of all consent taken. This should 
include details on the individuals concerned, what they 
consented to, when they provided the consent, and 
what information they were given. If they withdraw any 
consent, that should also be documented. All consent 
documentation should be kept separate from any 
other company documents.

The identity of the controller, the exact purposes 
of the data use, the processing activities involved and 
the right to withdraw consent should all be included 
to ensure the individual is fully informed.

Establish clear withdrawal mechanisms and 
regularly review procedures to ensure any changes 
to processes are responded top as required.

“It’s crucial that it’s sustainable,” adds Wood. “It 
has to be embedded in the organization. There’s 
got to be a range of people who actually can take 
responsibility for different parts of the process.”

When consent is needed
Consent will likely be required if there is a need to 
give a real choice and control over data use, such as 
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sending marketing material, installing mobile apps 
or tracking website cookies.

However, consent isn’t always essential. If 
offering a choice is not possible, there may be other 
more appropriate procedures for data use in some 
circumstances. Common examples of when consent 
would not be appropriate are if the data use is a 
precondition of using your service, it would be lawfully 
processed anyway or you are in a position of power over 
the individual consenting, it’s legally required, a public 
task, or not doing it would endanger an individual’s life.

Other lawful foundations for the data use could be 
legitimate interests, the processing being necessary 
for the performance of a contract, the performance of 
a public task it serving a vital interest, or processing it 
being of vital interest.

The requirements may appear daunting at first, 
but they also offer an opportunity for organizations to 
build customer trust and strengthen their reputations. 
The value of data will continue to rise, and it will 
become ever more important for companies to 
manage it accurately. Tom Macaulay
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The General Data Protection Regulation 
(GDPR) compliance deadline of 25 May 2018 
is fast approaching. The regulation provides 

organizations that process data through cloud services 
with some unique challenges and opportunities. To make 
GDPR compliance successful, each organization must 
first understand its implications. The GDPR provides 
a comprehensive framework for good information 
governance practices that protect personal data.

“It’s a bit like a stick of Brighton rock,” explained 
UKCloud’s director of compliance and information 

Ensure GDPR  
compliance in the cloud
UKCloud’s director of compliance and information assurance 
John Godwin gives his advice on preparing for GDPR
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assurance John Godwin at Cloudsec 2017. “It should 
be running through the heart of our organization. It 
should be understood by everybody, regardless of 
which department they work in, or which functions 
they perform.”

Data subjects need to be well-informed about the 
use of their data and trust that it will be processed 
securely and only for purposes of which they are 
aware. This can be a challenge in the cloud, as it 
isn’t always clear exactly where the data is.

Privacy by design
The concept of privacy by design requires organizations 
to fully understand the implications of privacy rights so 
they can be built that into the cloud solution.

To assure privacy by design, organizations should 
conduct a data privacy impact assessment (DPIA).

“Getting a good DPIA in place is the way of 
identifying where your shortcomings are, and clearly 
communicating to your customers that their data is 
going to be safe as it traverses the various processes…
within the cloud,” argued Goodwin.

A DPIA should evaluate the data being used and 
how it’s going to be protected. It should consider the 
location of any data repositories, the ways in which 
it’s processed, and whether it’s accessed by any third 
parties. It also needs to take account of which countries 
are involved. If data is moved into countries that are 
beyond the remit of the GDPR, such as the USA, 
processors need to ensure that the data protection 
requirements for those countries are also adequate.

An effective DPIA will allow data subjects to make 
an informed decision on the use of their data.
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Data processing rights
GDPR highlights six separate legal bases for data 
processing. The data subject’s consent; rights given 
under the performance of a contract; compliance with 
legal obligations; protecting the vital interests of a 
data subject; public interest; and declared legitimate 
interests. Whichever justification is used needs to be 
stated to the data subject.

Consent must be voluntary, specific and 
unambiguous. Data subjects must properly understand 
the terms of their consent, and be able to revoke 
it as easily as they first gave it. Consent needs to 
be comprehensively recorded and stored in case 
evidence is ever required. It also needs to be 
retrospective. Understand the data you have to identify 
whether you need to go back to existing data and 
validate the consent. A benefit of cloud is centralized 
consent. Some cloud applications allow citizens to log in 
to a central portal where they can administer who sees 
their data and the consent they’re giving, and easily 
revoke that consent if they desire.

“But there’s also some cloud challenges here,” said 
Goodwin. “You need to be working with providers to 
understand where data is. By its very nature, cloud 
involves distributed storage and resilient computing 
resources often moved around separate different 
countries or territories.

“If we’re going to need to understand the consent 
is withdrawn, then how do we understand where all 
that data is? So it’s important through engaging with 
a cloud provider that they can give you assurances 
that they actually know where those different siloes or 
repositories of personal data are physically located.”
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Data subject rights
Cloud providers will need to meet a number of new 
rights for data subjects also.

The right to subject access requests that allow 
individuals to find out about the personal data that is 
held. A data subject could write to the communication 
service provider (CSP) directly, or through the 
organization that uses it, who would then contact the 
CSP. Either way, they would need to identify the data 
and respond within the designated time frame.

The right to rectification allows them to have any data 
errors corrected. The right to data portability gives them 
the authority to transfer their information as they require, 
for example from one insurance company to another.

This must be done in common formats. They 
also have the right to object to processing if they 
don’t approve of any usage, and the right to erasure, 
also known as the right to be forgotten. Procedures 
should be established to deliver each of these rights.

“We need to assess as cloud service providers 
whether our technical resources and our people 
are properly briefed, trained and equipped to meet 
those obligations,” explained Goodwin.

“GDPR introduces some fairly tight time frames. 
Most of them involve under 30 days, that’s what you’ve 
got to play with in terms of understanding the request, 
validating the request, investigating the request, 
exporting the data and reply. That 30 days is going to 
fly by. We’ve got to make sure we’re ready for that.”

Electronic data can be harder to find than physical 
documents in a filing cabinet. This is particularly true 
of cloud data, which can be spread across backups, 
archives and copies shared with third parties such as 
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Dropbox and Salesforce. The data in every repository 
needs to be clearly recorded.

Cloud providers may also have members of staff, 
data centres, parent organizations and processes 
scattered around the world. The flow of data between 
all of them needs to be protected.

“If you are using a cloud provider, you need to ask 
that question,” said Goodwin. “You need to understand 
which countries are involved and whether or not they 
provide the right level of data protection framework 
for your data.”

Data subjects should know where their data is 
being processed so they can make an informed 
decision about it and trust the organization and 
digital platforms that back on to cloud.

New obligations
The GDPR introduces maximum fines of £17 million or 
four percent of global annual turnover. These should be 
enough to convince the organization’s board to support 
their preparations. Any breaches need to be identified to 
the national supervisory authority within 72 hours.

They will need to have the right resources in place 
in case this situation arises, including the necessary 
staff awareness that enables them to quickly spot 
any breaches. Financial penalties will not be the only 
damage done. Breaches will be published, so errors can 
do lasting harm to the organization’s reputation.

CSPs will normally process data they don’t own, 
which is provided by their client. The GDPR will 
nonetheless give them joint and several liability, which 
means any aggrieved subjects can hold both the data 
controller and the relevant data processor responsible.
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Reputable CSPs will willingly demonstrate their GDPR 
capabilities. Clients should ask them to do this to find 
out their level of preparation and address any concerns. 
They should be looking for contractual clarity, supported 
by detailed services definition.

The CSP should make it clear where the data is, who 
the point of contact will be, and how the CSP will help 
the client with any issues and requests. Most CSPs will 
have a Data Protection Officer (DPO) who will discuss 
the GDPR with their clients in detail.

How to prevent and spot breaches
Comprehensive staff training is essential. Everyone 
in the organization should have the knowledge and 
integrity to understand and report problems.

There are tools available that can help. They include 
monitoring through firewalls and log files, role-based 
authentication, content scanning in emails and Data 
Protection Solutions (DLPs).

Regular security tests are necessary to ensure 
that there are no vulnerabilities in the solution.

“The more you do in terms of the planning and 
the technical validation and the personnel screening 
and the supply chain management, the less likely you 
are to be worried about breaching, fines, regulations, 
etc,” explained Goodwin. “So now is a good time to 
start thinking – if you haven’t been doing so already 
– about what you could do proactively to minimize the 
opportunity for your organization to be penalized for 
breaching personal data.”

The regulators aren’t the only people monitoring 
data use. Privacy activists are also growing in influence 
and will be watching out for any breaches. They will 
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want to know where data is, what it is being used 
for, who has it, for how long they’re going to keep 
it. Breaches could also lead to civil suits resulting 
in significant fines and legal costs of their own.

Websites should have appropriate privacy 
notices backed with DPIAs to tell people clearly 
and transparently what will be done with their data.

Specific data protection needs
Organizations that deal with citizen data need to look 
closely at the basis for consent, their record-keeping 
practises and methods for data disposal.

“If you’re using cloud services, where is that citizen 
data?” asked Goodwin. “Do you understand that? Do 
your citizens understand that? Have you told them where 
the basis for processing is physically going to be?”

Staff also have their own rights under the GDPR. 
Employment terms and conditions should be revisited 
to ensure they understand the specific purposes for 
which their data is going to be processed.

They can also make their own subject access 
requests. Outsourced services, such as payroll, 
benefits or external training providers, will mean 
personal data leaving the organizational boundaries. 
Businesses also need to know everyone in the 
supply chain who has access to personal data.

The use of data within all them needs to be 
controlled and protected, for the benefit of both your 
organization and the general public. Tom Macaulay
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Citizens will soon be given more control over their 
personal information when the EU’s General Data 
Protection Regulation (GDPR) and the UK’s new 

Data Protection Bill enshrine the right to be forgotten 
into law. These rules come with serious challenges for 
businesses that hold and process personal data though.

The right to be forgotten is also known as the right 
to erasure. It gives individuals the power to request 

The right to be forgotten 
and what you need to do
AS GDPR and the Data Protection Bill enshrine the right to be 
forgotten, what do businesses and data controllers need to know?
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the removal of their personal data when there is no 
compelling justification for its continued processing 
by a company. The concept weights privacy against 
freedom of expression, a tricky balance to strike. The 
GDPR and Data Protection Bill will codify the concept. 
But interpreting their rules is complicated, and failing 
to apply them could have dire consequences.

How GDPR includes the right to be forgotten
The EU’s incoming GDPR regulations will give any 
individual the right to request the erasure of their 
personal data from anywhere in the union when 
there is no compelling reason for its processing.

Article 17 of the regulation outlines the different 
circumstances under which an individual can 
exercise the right to erase their personal data.

It should be granted if the data is no longer 
necessary to serve the purposes for which it was 
originally processed; if the subject withdraws consent 
or has a rightful objection to the processing and there 
are no overriding legitimate grounds for it to continue; 
if it has been unlawfully processed; if it needs to 
be erased for compliance with a legal obligation; or 
if it was collected in relation to the offer of certain 
information society services. It also includes additional 
requirements for the personal data of children. They 
will have the right to erase data that they previously 
consented to provide, as they may not have fully 
understood the risks at the time they gave consent. 
This is particularly relevant to information posted on 
social networks and internet forums. 

However, these rules don’t apply if the processing 
is necessary for exercising the right to freedom 
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of expression and information, for use in legal 
claims, for complying with legal obligations, is in the 
public interest, or for some archiving that is part of 
scientific or historical research or statistical purposes.

In terms of obligations on the controller of this 
data, if they have made personal data public and been 
obliged to erase it, they must take ‘reasonable steps’ 
to inform anyone else processing the data that the 
erasure has been requested. 

If businesses fail to meet their obligations, they 
face a maximum fine of €20 million or up to four 
percent of worldwide revenue, whichever one is higher.

The right to be forgotten in the UK
The British government will also enshrine the GDPR 
regulations into domestic law when the UK leaves the 
European Union.

In August, the government announced that it will 
introduce a new Data Protection Bill, with specific 
reference made to the right to be forgotten. It promised 
to give the public the power to ask social media 
companies to delete information that they posted in their 
childhood, a measure dubbed the “right to innocence”.

The plan was first proposed in the Queen’s Speech 
in June 2017 and will soon move through the UK 
Parliament. The current Data Protection Act limits 
the right to erasure to processing data that causes 
unwarranted and substantial damage or distress.

What are the challenges?   
The right to be forgotten is complicated to apply. 
Google might have the resources to process each 
request, but smaller organizations are likely to struggle.
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In a recent survey of 500 IT decision makers 
of organizations with more than 1,000 employees 
commissioned by data company Varonis, 71 percent 
of UK respondents said that the right to be forgotten 
aspect was the most challenging aspect of the GDPR.

It can be difficult to locate personally identifiable 
information and then separate it from anonymous 
information due to growing data fragmentation. The 
proliferation of unstructured data such as emails 
and documents is particularly challenging. It spreads 
far beyond centralized repositories and is poorly 
managed, and curated.

“Unstructured data is really hard to track 
down,” says Andrew Rogoyski, vice president of 
cybersecurity services at CGI UK and chair of Tech 
UK’s cybersecurity group

“It’s sitting on thousands of machines. It’s 
potentially sitting on cloud services without people 
knowing. You’ve got this effect of shadow IT of people 
inadvertently putting sensitive data into places where 
one it can’t be found, and two, an organization doesn’t 
necessarily have access. Actually managing that data 
becomes really quite problematic.”

Personal information can thus be difficult to 
discover if it’s tied together with unstructured data.

It could be distributed across dozens of 
applications, hosted on different hardware in a variety 
of countries, and used for reasons that are different to 
the original purpose of data collection by people who 
have copies of the records.

Many applications may depend on keeping the 
information available, so erasing it could end up 
disrupting or corrupting their records.
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Erasing personal data could be particularly 
problematic for public sector organizations. 
Their data is often trapped in many siloes and 
duplicated across different systems.

To assess public sector preparations for the GDPR, 
informative management company M-Files Corporation 
sent Freedom of Information requests to all 32 London 
boroughs and 44 other local authorities in the UK asking 
about their readiness. Almost seven in 10 (69 percent) 
of them said that they aren’t yet able to effectively erase 
personally identifiable information from their systems.

Blockchain raises another barrier to compliance. 
The technology is based on creating immutable 
information. Making any changes to that data would 
defy this principle.

Realistic expectations
Organizations with these issues may not all need 
to panic. They are not expected to fulfil requests 
that are beyond their limitations. Businesses first 
need to understand what data they have, where it 
is and how it flows, particularly if it moves outside 
of EU boundaries for purposes such as offshoring 
data processing.

They then need to put appropriate measures in 
place to make that information secure and accessible.

Automated data discovery products and intelligent 
information management systems can help if manual 
methods are too slow to find and cleanse the data.

The right to be forgotten will help the public take 
back control of their information, but those who 
process that data may struggle to support them, 
whether they respect their right or not. Tom Macaulay
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Improved data analytics and data-sharing practices 
are helping Essex County Council to support public 
services while adapting to hard-hit budgets.

Essex is one of the largest counties in the UK, with 
1.5 million residents, and has numerous district, borough 
and town councils within it. At the heart of its data plans 
is the creation of the Whole Essex Information Sharing 
Framework (WEISF), which sets out guidelines for how 
data can be accessed by a variety of public sector and 
not-for-profit organizations in the area.

“It has been signed up to by all public agencies in 
the county and is being used in anger now to establish 
information-sharing protocols,” said Essex County 

How data-sharing benefits 
Essex County Council
Council’s initiative saves £14 million in counter fraud measures
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Council CIO, David Wilde, speaking at Big Data World 
conference in London recently.

“[We have] gone on to establish collaborative 
platforms on which we are sharing information that is 
legal, is understood, we have permission for and is of the 
quality that ensures that what comes out from that data 
is valid and is useful in terms of decision-making.”

One of the successes of the data analytics work has 
been an initiative to tackle fraud. The council announced 
last year that it had set up a data sharing scheme to 
tackle millions of pounds in lost council tax revenues 
due to errors and fraud. This is supported by use of 
Microsoft’s Azure cloud platform.

Wilde said: “We have in place a programme where 
we have taken in multiple data sets that have helped us 
identify housing benefit fraud, people that have more 
than one property are renting them out illegally and 
claiming benefit, or people who are claiming benefit 
multiple times. And in the county council and for county 
shared between us and the district, we have managed 
to identify and bring back £14 million in that period in 
terms of council tax recovery.”

Making data-sharing work
Crucial to the success of the WEISF project is the close 
of involvement of all parties using the data.

“One of the things that we did when we started off 
on this was to make sure that everybody had skin in the 
game,” Wilde added. “People pay to sustain the service, 
the county council doesn’t fund it. It is a shared effort 
co-founded by public agencies and actually by some 
private ones, and also by some not-for-profits on the 
basis that they are funding the ongoing maintenance 
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and development of this framework and underpinning 
protocols behind it. That way, if people pay to use things 
they tend to pay a bit more attention to actually how 
they are working and treat it with a bit more respect in 
terms of what they are there to deliver.”

Wilde said the public sector has, on the whole, 
not had a great record of managing and using data in 
the past. However this is an area that Essex County 
Council is intent on in improving.

“We do have to look within ourselves in public 
service, a lot of our data is pretty rubbish and what we 
need to do is make sure that the quality of the data 
we are dealing with is of a standard that enables us to 
make sure decisions [around delivering services) are 
built on safe foundations. 

“In Essex we have spent four years cleansing 
our social care data, in recognition of the fact that 
if we don’t have that data right we could make life 
changing decisions based on false premises, and 
that is not underestimating the seriousness with 
which we need to treat this information.”

GDPR
Having a well-coordinated data strategy has other 
benefits too, with the General Data Protection 
Regulation (GDPR) looming on the horizon. Wilde said 
that the work council has already carried out around 
data governance and transparency leave it well 
placed to adapt to any framework put in place.

“We are lucky we are one of the leaders in the 
country around information governance and we are 
working closely with the ICO and others around the 
implications of GDPR,” he revealed. Tom Macaulay
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